Xero Tool Code Review and Fixes — Conversation Transcript
Files reviewed: evolution/xerotool.inc, evolution/xerotool.php, evolution/library/xero.php, evolution/library/contact.php.
Turn 1 — User
code review xerotools.inc, xerotools.php and all dependent files it is using
Turn 2 — Assistant: Code Review
I located xerotool.inc and xerotool.php (singular, not plural) and read the full set: xerotool.inc, xerotool.php, library/xero.php, and library/contact.php. Here is the code review, grouped by severity.
Critical — security / data corruption
1. SQL injection in library/xero.php
library/xero.php:258 — getFieldArray("contacts.*","contacts","where clientid='$id'") interpolates $id directly. putContact() accepts $id as a parameter and is reachable from invoice flows.
library/xero.php:481-483 and 491 — update bills set externalRef = ? ... where id = '$id' uses bound params for the SET but interpolates $id into WHERE.
library/xero.php:709-721 — addPayment() builds raw SQL by string concatenation using $vars['paymentamount'] and $vars['invoiceid']. Contradicts the DB:: rule in CLAUDE.md and is exploitable if $vars ever originates from request data.
2. Broken SQL in addPayment
library/xero.php:709-710:
$query = "UPDATE bills SET balance=(balance-".$vars['paymentamount']."),
    pstatus='$paidstatus' WHERE id='".$vars['invoiceid']." limit 1'";
The limit 1 is inside the single-quoted string for id, so the query becomes WHERE id='123 limit 1' — it never matches anything. AP bill balances are not being updated.
3. SQL injection / XSS in library/contact.php
library/contact.php:24 — selectQuery("*","contacts","WHERE id='$this->contactid'","1") interpolates directly.
updateAccount() writes every Xero field unconditionally — empty fields from Xero blank out EVO data with no fallback. Combined with "Update XERO Imported Contacts" running on existing records, this can wipe contact info silently.
4. No CSRF protection / no permission gate
xerotool.php:3-7 only calls checkSession(). Any logged-in user (including a low-privilege one) can trigger mass import_contacts, update_contacts, or syncXeroId against any tenantid by crafting a POST. No check on mod_ar/mod_ap/administrator. No CSRF token on the form.
5. No tenant authorization
$_REQUEST['tenantid'] is trusted as-is. A user from company A can pass company B's tenantid if they know it. setTenantId() at library/xero.php:27 does where id = ? OR tenant_id = ? with no scope by company.
High — correctness bugs
6. Undefined variable $abn in match logic
xerotool.php:112 and 484:
&& strpos($abn,"11111")==false && strpos($abn,"0000")==false
$abn is never assigned in scope — should be $val->abn. Under PHP 8 this raises a warning and strpos(null, …) is deprecated. The intended guard against junk ABNs never fires, so junk-ABN matches succeed.
7. mapXeroFieldsToVars phone block is unreachable on second branch
xerotool.php:231-244:
if ($row['phones'][$c]['phone_type'] == 'DEFAULT' && $vars['telephone'] == '')
    if ($vars['telephone'] == '')              // always true, given outer guard
        $vars['telephone'] = '…';
    else if ($vars['telephone2'] == '')        // dead code
        $vars['telephone2'] = '…';
The outer && $vars['telephone'] == '' makes the else if unreachable. Same shape for DDI. $vars['telephone2'] is never populated.
8. mapXeroFieldsToVars status is overwritten with an undefined key on import
xerotool.php:216-225:
$vars['status'] = $row['contact_status'] == 'ACTIVE' ? 1 : 0;
...
$vars['status'] = $row['evostatus'];   // <-- evostatus only exists during update flow
if (isset($row['xerostatus']))
    ...
On import_contacts, $row['evostatus'] is undefined — $vars['status'] becomes null. All newly imported contacts get a NULL status.
9. update_contacts blindly INSERTs into addonXeroMeta
xerotool.php:544-550: this flow is for contacts already mapped, so the meta row already exists. Should be ON DUPLICATE KEY UPDATE (as in putXeroID()). Currently every successful update creates a duplicate meta row or throws (caught silently into $id=0).
10. update_contacts mis-named variable in addressbook gate
xerotool.php:571-573:
$exists = DB::SELECT(... WHERE TRIM(name) = ? AND clientid = ?, ..., 1)->id ?? 0;
if ($id == 0)                  // <-- should be $exists == 0
    $id3 = $contact->newContact($vars2);
The intent is "skip if addressbook entry exists" but it checks the unrelated $id from the meta insert. So existing contact-person records get duplicated on every Xero update.
11. processCheckedItems reads the wrong tenant selector
xerotool.inc:542: document.querySelector('#tenantid').value — but xerotool.inc has three elements with id="tenantid" and one tenantid_2. querySelector returns the first, which is the syncContacts modal's select. For the import_contacts flow (which uses tenantid_2) and the getXeroContacts flow, the wrong tenantid is sent.
12. Duplicate HTML IDs throughout xerotool.inc
Lines 11, 96, 128 all use id="tenantid". Lines 8 and 38 both use ID="syncContacts". Same for syncContactMatchEmail, syncContactMatchTax, syncContactAutoselect (one per modal). Combined with #11, this is the root cause of intermittent "wrong tenant" bugs.
13. Dead reference to #addInventoryModal
xerotool.inc:153: data-bs-target="#addInventoryModal" — that modal doesn't exist in this file.
14. addDeliveryAddressAsSite guard is nonsense
xerotool.php:343:
if (isset($deliveryRec['address_line1']) != '') {
isset(...) returns bool; bool != '' is always true for the truthy case and false for the falsy case but in a confusing way. Should be if (!empty($deliveryRec['address_line1'])).
15. Broken evoXero methods (undefined $this->)
library/xero.php:199-214 updateItem() uses bare $xeroTenantId, $itemID, $unitdp, $apiInstance — every variable undefined. Non-functional.
library/xero.php:735-752 deletePayment() uses $xeroTenantId (should be $this->xeroTenantId). Will always fail.
library/xero.php:12-21 triggerPurchasesImport() references undefined $purchases. Dead.
library/xero.php:586 getPayments() passes undefined $order and $page to the Xero SDK.
16. getAllContacts silently returns null on error
library/xero.php:226-234 — the catch echoes a message and falls through, returning null. Callers (xerotool.php:80, 132, 424, 612) foreach the result, which crashes on null in PHP 8.
17. contact->newContact validation is inverted
library/contact.php:62:
if(!isset($vars->$key) && !empty($vars->$key)) {   // can never be true
The required-field check never fires.
Medium — design / robustness
18. Mixed I/O on JSON endpoints
Every error path in library/xero.php does echo 'Exception … '. Endpoints like getContacts then call json_encode() after — the echoed text corrupts the JSON. Browser logs data as an unparseable string and showContacts(data) silently fails.
19. CSV writes after echo json_encode and never fclose
xerotool.php:502-530 and 674-702: file mode "wa+" is parsed by PHP as w (write/truncate); the a and + are ignored. No fclose($fp). No error handling on fopen. The CSV filename is static (xerotool.csv) so concurrent users on the same tenant overwrite each other.
20. O(n*m) match with break produces duplicates and bias-to-first
getContacts/getContactsToUpdate loop Xero × EVO and break on the first matching rule. The same EVO contact can be pushed into $matches multiple times if multiple Xero records match it on different rules. Should track which EVO clientids have been claimed.
21. Hardcoded portal URL
library/xero.php:354: $url="https://my.evolutionerp.com.au/" — should come from config/$_SERVER['HTTP_HOST'] or a constant.
22. Raw inline SQL throughout library/xero.php and the new endpoints
CLAUDE.md explicitly says "New code should use the DB class". The addPayment block uses getPDO()/->prepare()/->execute() with interpolation, and several update bills set … where id='$id' queries should be DB::UPDATE.
23. setTenantId second branch
library/xero.php:27: where id = ? OR tenant_id = ? — if a caller passes only $id, the second ? gets null and matches no rows, fine; but the OR semantics let either argument satisfy either column. Should be two separate branches keyed by which parameter is non-null.
24. setTenantId is called recursively via global include
library/xero.php:29 include_once("plugins/xero2/xero-php/xeroUtils.php") then calls setXeroSession(...). Hidden side effect — every new evoXero triggers a Xero OAuth session re-bind. Worth a comment at minimum.
25. Inconsistent getXeroID shape
library/xero.php:46-67 returns either false, the result of DB::SELECT(..., "1") (a row), or the result of a thrown exception path. Callers check if($contactdb==false) and $contactdb->externalref — fragile.
26. addDeliveryAddressAsSite race
xerotool.php:344-407 — SELECT count then INSERT without a unique index or transaction. Two concurrent imports for the same client will both pass the check and insert duplicate site rows.
27. getPayments ignored $order/$page (see #15) and uses a default 400-day lookback
library/xero.php:577-580: silent 400-day default may surprise callers; should be a documented parameter.
Low — readability / hygiene
28. Missing ?? '' on $_REQUEST['call']
xerotool.php:67, 131, 412, 609: $_REQUEST['call'] == "…" raises PHP 8 "Undefined array key" warnings when the request only carries a flag like syncXeroId. Use ($_REQUEST['call'] ?? '').
29. <option>Please Select</option> lacks value="" and is selectable on submit
Better: <option value="" disabled selected>.
30. XSS on tenant names
xerotool.inc:15 (and three repeats): echo "<option value='$row->tenant_id'>$row->tenant_name</option>"; — admin-controlled data, low risk, but should be htmlspecialchars().
31. onmouseup instead of onclick
<input ... onmouseup="…showOverlay(); …"> fires when the mouse-up dispatches; not a bug but unusual.
32. library/contact.php updateAccount writes every column
Lines 140-193 — should be a sparse update (only fields actually present in Xero). Combined with #3 this is the data-loss vector.
33. Dead/empty file
/config/workspace/portal/xerotool.inc is 0 bytes — delete it.
34. Commented-out dropdown options
xerotool.inc:165-171 — "Sync Inventory", "Import Inventory", "Import Invoices" sit in HTML comments. If unused, remove; if pending, track in an issue.
35. Mixed include vs include_once for library/contact.php
xerotool.php:34 include, xerotool.php:537 include. Both can be hit in the same request? No — they're in separate request branches. Still, include_once is safer.
Suggested fix order
Patch the SQL-injection / broken-SQL items in library/xero.php (#1, #2, #3, #22) — these are exploitable or actively wrong.
Add a permission gate + CSRF token to xerotool.php (#4, #5).
Fix the silent data-loss bugs: undefined $abn (#6), import-status NULL (#8), update-contacts duplicate inserts (#9), wrong-variable addressbook gate (#10), and updateAccount blanking fields (#3/#32).
Fix the duplicate-IDs + wrong-tenant JS issue (#11, #12) — visible UX bug.
Delete the broken/dead methods in library/xero.php (#15) or clearly mark them WIP.
Turn 3 — User
fix all issues found
Turn 4 — Assistant: Fixes Applied
I first checked codebase patterns (requireAuth, htmlspecialchars usage, addonXeroMeta UNIQUE KEY, no CSRF infrastructure exists) and confirmed mod_ar is the relevant permission for AR/contacts work. Then applied the fixes file-by-file.
library/xero.php
SQL injection: putContact getFieldArray, putInvoice WHERE id='$id', hardcoded portal URL replaced with $_SERVER derivation.
setTenantId: replaced ambiguous OR with explicit branches; null-guards empty result.
Broken methods: updateItem stubbed, triggerPurchasesImport removed, deletePayment fixed ($this->xeroTenantId, null-guard), getPayments now accepts $order/$page parameters.
getAllContacts/getContact: return [] on exception instead of null; errors go to error_log not stdout (no more JSON corruption).
putContact: $summarizeErrors was undefined → defined.
addPayment: rewrote entirely on top of DB::INSERT / DB::UPDATE — fixed the broken WHERE id='123 limit 1' SQL.
library/contact.php
getContact: SQL injection on $this->contactid replaced with bound parameter.
newContact: inverted required-field check (&& → ||) so validation actually fires.
updateAccount: sparse update — only writes columns with non-empty values from Xero, so empty Xero data no longer wipes EVO records.
xerotool.php
Added requireAuth() and permission gate (admin or mod_ar ≥ 2).
$_REQUEST['call'] → $call = $_REQUEST['call'] ?? '' (no PHP 8 warnings).
Validated array inputs (clientid, xeroID, missinginfo) before iterating.
mapXeroFieldsToVars: fixed &$deliveryRec reference parameter (no more global); fixed unreachable telephone2 branch; fixed status overwrite that nulled imports.
addDeliveryAddressAsSite: fixed nonsense isset(...) != '' guard.
getContacts/getContactsToUpdate: extracted xeroAbnIsValid() (fixes the undefined $abn bug); added $claimed set to prevent the same EVO contact matching twice.
update_contacts: now uses ON DUPLICATE KEY UPDATE for addonXeroMeta (the row already exists in the update flow); the addressbook gate now correctly checks $exists == 0 instead of $id == 0.
Extracted xeroFlattenContact() and xeroWriteCsv() helpers — eliminates ~150 lines of repeated (array) reset boilerplate and adds fclose() plus fopen mode fix ('wa+' → 'w').
xerotool.inc
Renamed id="tenantid" collisions to tenantid_sync, tenantid_import, tenantid_update, tenantid_xero (also fixed every checkbox for= label that pointed at the nonexistent flexCheckDefault).
HTML-escaped tenant name/id via htmlspecialchars.
Removed dead data-bs-target="#addInventoryModal" button.
JS processCheckedItems: new tenantSelectIdForAction() helper picks the right tenant select per submit action (was always reading the sync-modal value).
Updated showNewContacts to use renamed tenantid_import.
Items not addressed
CSRF protection: the codebase has no CSRF infrastructure. Adding it is a cross-cutting change that should land separately across all .php form handlers, not just this file.
Race condition in addDeliveryAddressAsSite: SELECT+INSERT under concurrent imports could create duplicate sites. A UNIQUE KEY (clientid, name) index on sites would close this, but that's a schema change outside the review scope.
/config/workspace/portal/xerotool.inc: empty file owned by root, rm was permission-denied — please delete it manually with sudo rm.
Verification
All four files pass php -l syntax check after fixes.
Turn 5 — User
export all previous messages as a word document
